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Abstract 
Recent researches regarding information hiding is mostly concentrating on Linguistic steganography. In this paper, a method to 
steganography is proposed with an Indian local language, Malayalam. The proposed method consists of custom Unicode based 
technique with embedding based on indexing, i.e. the original message is encoded to Malayalam text with custom UNICODE 
values generated for the Malayalam text. The comparison study of the proposed method against an existing method revealed that, 
the proposed steganography methods is more precise in the encoding process and in the decoding process. The method achieved 
a precision rate of .95 and decoding rate of .81. 
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1. Introduction 
Steganography is an approach for information hiding such that the presence of data cannot be detected1.A secret 
message is encoded in such a manner that the existence of the information is hidden. Combining with existing 
communication methods, Steganography can be used to carry out hidden exchanges. Trithemius, the author of 
Polygraphia and Steganographia, invented the word Steganography and the word is derived from two Greek words 
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steganos, meaning "covered", and graphein, meaning "to write". The initial evidence on Steganography being used 
to transfer messages is the Heredotous2 story, which describes about slaves and their shaved heads. The most 
discussed problem with encryption method is that the cipher texts are very doubtful3. When information is concealed 
in this way, no user can unsure that the text transmits a kind of secure information4. The mission of steganography is 
to create a secret channel (that is a secret communication) in a totally un- detectable way and to evade drawing 
suspicion on the transporting data. Many steganographic methods have been proposed to embed secret messages 
using different cover media like image 5, 6, 7, audio8, video 9 and text. Among the methods, Text steganography is 
found to be the difficult type of steganography due to the lack of redundant information in a text file as compared 
with a picture, Markup language or sound file 10, 11. 
In this paper, a linguistic steganography is provided for the information hiding, the method is triggered with the 
help of Unicode and embedding algorithms. The main feature of the proposed approach is the use of local languages 
as cover text. The use of local language ensures more security to the information exchange as the awareness to the 
local language is limited. The proposed approach uses two matrices for indexing the alphabets in the common 
language and the local language. The matrices are loaded with the alphabet letters and their indices in the increasing 
order. A UNICODE extraction method is designed by the proposed approach to find the Malayalam text 
corresponding to the English text given. The encoding scheme used by the proposed approach is diagonal index 
encoding, in which the indices are selected diagonally. The details of the encoding technique are explained in the 
following sections. The final process is the decoding key generation, which includes the creation of the key that will 
help in decoding the hidden text or information. 
 
The main contributions of the paper are, 
 
• An Indian local language is used for the steganography method 
• Different languages can be used for the steganography as input 
• A Unicode based method is used for the steganography method 
2.  Literature Survey 
In this section a number of studies and researches regarding text steganography method is plotted to understand 
the recent progresses in the steganography domain. 
D. Ghosh et al3 presented a linguistic approach for Steganography through Indian Languages by considering the 
flexible grammar structure of Indian Languages. The addition of security to the system, as an alternative of hiding 
the original message the data is converted to an irrelevant binary stream by associating the message bits with the 
pixel values of an Image. Then, the bits of this binary stream are encoded to some part-of-speech and by creating 
meaningful sentences starting with a suitable word belonging to the mapped part-of-speech, the proposed method 
hides the message inside a cover file containing some innocuous sentences. Similarly in receiving side, the algorithm 
finds the corresponding part-of-speech of the starting word of each sentence and place the bit stream of the mapped 
part-of-speech to recover the converted message. After comparing these bits with the Image pixels, the algorithm 
extracted the original message from the cover file. The method exhibits satisfactory result on some Indian Languages 
like Bengali. 
Kalavathi Alla and Ramineni Siva Ram Prasad12 have proposed a few text based steganographic methods. The 
methods worked by using the linguistic properties of Telugu language. The first method selects embed position of 
the secret information in the cover text by using Telugu Ottulu. Based on the two level classification of Ottulu, they 
are assigned a bit 0 or a bit 1. These symbols embed the secret information in the third character of Telugu cover 
Text data. It maps a single bit of the data with a Telugu character in the specified manner.  
Kalavathi Alla and Ramineni Siva Ram Prasad13 described a framework of text based steganography for Hindi 
language. It introduced three approaches for steganography, in Hindi text. First one depicts on classifying the 
position of matraye of Hindi Characters. Second approach focuses on the classification of Hindi characters by 
various OCR tools in Hindi Language. Third one portrays on hex katapayadi scheme. Alfonso Muñoz et al 14 have 
proposed analyses of the usefulness of synonym substitution techniques in Spanish, aiming at a first approximation 
to their capacity of concealment in Spanish.  
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The rest of the paper is organized as, the second section contains the literature review of some similar research 
regarding steganography. The third section gives the motivation behind proposing the new methodology. The fourth 
section gives the detailed explanation of the proposed text steganography method. The fifth section plots the 
different experimental analysis regarding the proposed method. Finally, the sixth section gives the conclusion of the 
method.  
3.  Proposed Linguistic Steganography in Malayalam Text 
In the proposed approach, a linguistic steganography is provided for the information hiding, the method is 
triggered with the help of Unicode and embedding algorithms. The main feature of the proposed approach is the use 
of local languages as cover text. The use of local language ensures more security to the information exchange as the 
awareness to the local language is limited. The proposed method is more specific to the Indian local language, so we 
are using Malayalam language as the covering text for hiding the information. The proposed approach is shown in 
fig1 The main features included in the proposed approach are, 
• Alphabet index matrix (English & Malayalam) 
• UNICODE extraction 
• Diagonal index encoding 
• Embedding the message 
The proposed approach uses two matrices for indexing the alphabets in the common language and the local 
language as shown in figure 1. The matrices are loaded with the alphabet letters and their indices in the increasing 
order. A UNICODE extraction method is designed by the proposed approach to find the Malayalam text 
corresponding to the given English text. The encoding scheme used by the proposed approach is diagonal index 
encoding, in which the indices are selected diagonally.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.1. Processing diagram 
3.1 Alphabet index matrices (AIM) 
 We discussed that the proposed approach uses two alphabet index matrices, one for the English alphabet and 
other for the Malayalam alphabets. The last index of the matrix is also left as zero. The matrix is filled with the 
letters by their serial order and their index will start with value ‘0’.   
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527 P.M. Vidhya and Varghese Paul /  Procedia Computer Science  46 ( 2015 )  524 – 531 
   
      
 
 
 
Fig 2: Alphabet index matrix 
 
The figure 2 represents the AIM of the English alphabets; the matrix is filled with index values and the letters of 
the English alphabets. The matrix is used for the diagonal index calculation, which is main embedding scheme of the 
proposed approach. On the other hand, the Malayalam language has two alphabets, but for the ease of the matrix 
creation we use a single matrix for all the letters of Malayalam. The total number letters including both alphabets is 
56, so an AIM of 8x7 is created for the Malayalam language.   
                   
 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.3. Unicode chart of Malayalam Text 
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Figure3 represents the UNICODE chart of the Malayalam text based on this letters we create the AIM for 
Malayalam language. As mentioned in the above section the main purposes of the AIM is to calculate the diagonal 
index of the alphabetic letters. 
3.2 Diagonal Index Calculation 
   The proposed approach mainly concentrates on the index of the two AIMs, which would virtue for the embedding 
of the secret message. The processing diagonal index selection starts from the selection of the secret message, which 
is to be embedded in the cover text. Consider the secret message is written using the English alphabets with proper 
writing conventions. Let us discuss the diagonal index calculation through the following example. Let the secret 
message be, ‘king’ .Now, we scan each element of the secret message, and then the index of each word is extracted 
from the English alphabet AIM. According to the AIM, the index labels of the word ‘king’ will be extracted as, “11 
9 14 7”. The extracted index will not that much secure, because it can be easily identified. So in order to ensure 
security to the secret message, we select the index of the diagonal elements of the word ‘king’ from the AIM 
 
 
 
  
                                         Fig.4. Diagonal indexing 
The figure 4 shows the diagonal marking of the proposed approach on the word ‘king’. The index of the 
corresponding value is selected for the extracting the index, the index for ‘pnsl’ is generated as ‘16 14 0B 12’. The 
index values are stored in an array and passed for the UNICODE extraction. The role of the Malayalam AIM comes 
after the UNICODE extraction. The reverse process of the above process happens for the Malayalam AIM. Here, 
AIM_ENG represents attribute index matrix for English alphabet, S represents the set words in the secret message, I 
represents the set of initial index values and diagonal represents the set of index values after diagonal index 
processing. 
 
 
 
 
 
 
 
 
  
 
3.3 UNICODE extraction 
The main association of the proposed approach is with UNICODE and the Text for embedding. The UNICODE 
play a key role in the process of embedding the secret message in the Malayalam text. On our context, the input 
       
 k i n g   
  p s s l  
Algorithm1. Diagonal indexing 
Input: secret message 
Output: index values 
Step1. Select secret message S 
Step2. SelectAIM_ENG 
Step3. For each letter in S, 
 Find index from AIM_ENG 
Step4. Store index in I 
Step5. For each element in I 
 Find diagonal values 
Step6. Store diagonal value in Idiagonal 
Step7. IdiagonalÎ Index values of S 
Step8. End 
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message will be of English language, and the according to the diagonal indexing method, we extract an index value 
for the input message. The index code is used for triggering the UNICODE for Malayalam text. Let us discuss it in 
detail. Consider a sample message is given as input for embedding as secret message, according to the proposed 
method, the initial process will be diagonal indexing. Once the indexes are generated, then it will be selected for 
UNICODE generation. The proposed approach defines a method to generate UNICODE from the index generated. 
The index is treated in to ways for generating the UNICODE.  
x Splitting the index 
x Direct inputting index 
 
 The Unicode extraction phase can be analysed through the following diagram shown in figure 5, 
 
 
 
 
 
 
 
 
 
 
Fig.5. Unicode Extraction 
3.4 Embedding the secret message 
The embedding of the secret message is the main part in the proposed text steganography method. This phase will 
work as the extension of the UNICODE extraction phase. In the proposed method, the cover text is also in 
Malayalam and set of Malayalam cover text are in the database. Since, the cover text is selected randomly from a set 
of files, a database is necessary for it. The initial step in embedding the secret message is to extract the Malayalam 
text from the UNICODE. The Malayalam texts corresponding to the secret message are stored in a set M, 
M=[m1.m2,m3….mn] 
The values m1…mn represents each element in the Malayalam text, which is extracted. Once the Malayalam texts 
are extracted, the cover text is selected and a string comparison is executed with every element in the set M with 
every element in the cover text. The word by word comparison is done in order to extract the position of the similar 
elements in the cover text and the elements in M. The elements similar to that are in M with the cover text are 
selected and their positions are extracted. Then a diagonal processing is applied in the cover text on the extracted 
positions, which will give new position for the mapped values of the elements in M. Now the updated positions from 
the cover text are extracted as the decoding key.  
 
Index values 
Splitting Indexing 
Direct Indexing 
Malayalam Text Unicode Stack 
Unicode to 
Malayalam 
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Algorithm: Embedding_message 
Input : Cover text (CT), Malayalam text set M 
Output : Embedded cover text, dkey 
Step1. Select Malayalam text set ],...,,[ 21 nmmmM   
Step2. Select Cover text ],...,,[ 21 neeeCT   
Step3. For each element in M 
 For each element in CT 
  Compare ( ):(),:( ii eCTmM ) 
Step4. If ( ):():( ii eCTmM   ) 
 Store position ( ieCT : ) in Set P 
 Else 
 Forward position 
Step5. End For loop 
Step6. Select P 
Step7. Update position by applying diagonal indexing of 
elements in CT by position in P 
Step8. Store updated position in Set dkey 
Step9. End 
4. Comparison Study 
In this section, a comparison study of the proposed approach against an existing steganography method is plotted. 
The proposed text steganography method is based on local languages and UNICODE, while the existing work is 
based on local languages and the binary encryption. The comparison is done based on the response of both 
algorithms to encrypt a given secret message in English.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.7. Comparison analysis 
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The precision in encoding and the decoding is taken into the account for the evaluation. The figure 7 shows the 
comparison analysis of the proposed and existing steganography methods. The evaluation is executed based on 
different set of words in the range 3, 5, 10 and 15. The precision in encoding is calculated as the ratio of number of 
words encoded to the total number of words. The precision in decoding is calculated as the ratio of numbers of 
words decoded per total number of words. The analysis from the comparison given that, the propose UNICODE 
based method is precise in encoding the data than the binary based method, while the decoding process is balanced 
for both methods. The proposed method achieved a higher precision rate of .95 and decoding rate of .81. 
 
5. Conclusion 
Steganography is the method of hiding information such that its presence cannot be detected. A secret message is 
encoded in such a manner that the existence of the information is hidden. We have proposed a method to text 
steganography with an Indian local language, Malayalam. The proposed method consists of a custom Unicode based 
technique with embedding based on indexing. After that an embedding algorithm will be designed to mix the 
encoded original message with the Malayalam text. The experimental study is done to evaluate the efficiency of the 
proposed approach. The comparison study of the proposed method against an existing method revealed that, the 
proposed steganography methods is more precise in the encoding process and balanced in the decoding process. The 
proposed method achieved a precision rate of .95 and decoding rate of .81. 
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